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Sample Code Evaluation 

Overview 

This document is an evaluation of the code base for the Sample Corporation internal Widget Tracking 
web application. It includes a list of current and potential future issues with the current platform, 
custom source code, and configuration of the application along with recommendations for addressing 
these issues.  

Methods 

The application is built on the ASP.NET Web Forms platform; data storage for the application uses 
Microsoft SQL Server. The bulk of the application code is custom C# and Web Forms markup with some 
custom client-side JavaScript; data access is done primarily via Entity Framework and a few custom 
stored procedures.  

The review of the code was accomplished with a combination of manual inspection and automated 
tools. Tools used to analyze the C# code included Visual Studio 2013 Code Analysis, JetBrains ReSharper, 
JetBrains ReSharper Duplicate Finder, and custom scripts. Tools used to analyze the JavaScript code 
included JSLint. 

Summary 

Overall, the Sample Corporation Widget Tracking web application code base is fairly solid. However, 
there are a few issues which negatively impact the long-term maintainability of the application. 
Additionally, there are a few relatively minor changes which could have a large positive impact on near-
term development and bug fixes. 

  

https://www.jetbrains.com/resharper/
http://blog.jetbrains.com/dotnet/2013/09/03/duplicate-finder-part-of-resharper-command-line-tools/
http://www.jslint.com/
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Code Issues 

The application’s code has a consistent style, and variables and method names follow a clear and 
consistent pattern which is easy to follow for programmers new to the project. The code is fairly well-
commented. The file organization within the project is consistent, and files are clearly named. Overall, 
it’s a fairly strong code base. However, there are a few issues which affect long-term maintainability. 

Single Project 

The entire application is contained in a single project which contains the logic for every single part of the 
system. For a project of this size, it makes sense to split the application up among several projects, one 
for each logical part of the system. This makes it easier for new programmers to come up-to-speed on 
each portion of the application, allows for better automated testing of each portion of the system, 
reduces version control merge conflicts when creating new features, and reduces the chance of 
confusing semantic conflicts. Additionally, this can enforce some logical boundaries between 
components in ways that make them easier to test.  

Recommendations 

The application should be split into multiple projects, one for each major component/subsystem. For 
example, the code for generating and mailing widget inventory reports should be made into a separate 
project from the main web application, as should the code for handling widget shipping reports. The 
widget validation code (which handles determining whether a widget configuration is valid) is very 
complex and should also be moved to a separate project so that it can be more easily tested (see the 
section “Automated Tests” below for more on this).  

Large Code Files 

The application contains 26 source code files which are 3000+ lines long. Though the code in those files 
is well-organized, it still poses a couple of problems. For programmers new to the project (or 
programmers who haven’t worked on one of these files in a while), the size of those files make it 
difficult to find particular sections when attempting to debug or modify the code. Also, the sheer 
amount of code in these files make them more like to have conflicts when merging changes in version 
control, requiring time-consuming and error-prone manual conflict resolution.  

Recommendations 

Split these files into multiple smaller files. Start by limiting source code files to a single class per file. For 
individual classes which are still long, break them down into multiple smaller classes.  In some cases, this 
problem will address itself by following the recommendations in the “Duplicate Code” section below. 
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Duplicate Code 

The code base appears to contain a fair amount of “copy-and-paste” code – sections of code which are 
being reused by copying them from one code file to another. While code reuse does speed up 
application development, this particular style of code reuse can ultimately have a negative impact on 
maintainability. In addition to making new features and changes difficult and time consuming (because 
they must be repeated wherever the code in questions is used), it can also result in bugs previously 
thought to be "fixed" popping up again in other parts of the application.  

Recommendations 

Duplicate code should be consolidated into single libraries or classes where possible to improve the 
long-term maintainability of the code base. This will also reduce the amount of work needed to correct 
some of the code quality issues mentioned below. 

 A report containing the duplicate code sections found by the duplicate analysis tool is attached to this 
report. 

Code Quality 

Initial automated code inspection by the Visual Studio Code Analysis tool and ReSharper showed about 
1200 potential code issues. After filtering out less-serious issues (i.e., issues which affect maintainability 
and performance to a small degree, but aren't necessarily indicative of major problems in the code), the 
count drops to about 500 issues – better, but still significant. Because of the duplicate code issues 
mentioned above, some of these are no doubt duplicates; consolidating the duplicate code into libraries 
would allow several of these instances to be fixed at once.  

Notable among these are several places where the application catches errors and simply discards them 
(rather than alerting the user or logging the error information). During the initial meeting to kick off this 
review, one of the concerns raised was that some data entered into the application seemed to simply 
disappear, or never actually get written to the database. These places in the code where error 
information is simply being swallowed may be at least partial culprits.  

Recommendations 

At the very least, a pass should be made through the code base to correct the more serious issues found 
by the code analysis tools; ideally, the less serious issues should be addressed as well. This pass should 
be done after addressing the issues in the “Duplicate Code” section above. 

Reports containing the lists of issues from the code analysis tools are attached to this report. 
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Duplicated Framework Functionality 

The application code contains a substantial amount of code written to handle tasks which are covered 
by existing .NET Framework libraries. For example, the “Utilities” folder contains several classes which 
are used for formatting strings for the various types of reports. Methods such as 
“ShowAsDollarAmount()” and “PadWithZeros()” are duplicating methods which have already been 
written by Microsoft. These methods present an unnecessary maintenance burden for Sample 
Corporation programmers. (For example, “PadWithZeros()”, as currently implemented, is going to start 
failing if Sample Corporation’s yearly widget production reaches 100,000 or more. The .NET 
Framework’s PadLeft() method would handle these higher numbers just fine.) 

The largest subset of this duplicated functionality is the code for converting widget data to JavaScript 
Object Notation (JSON) for transfer to vendors. All of the JSON output code appears to be hand-written, 
and based on the records in version control this code is a source of quite a few bugs. The .NET 
Framework provides facilities for handling this (via the DataContractJsonSerializer), and there are third-
party libraries available which also make this much easier and less error-prone (e.g., Json.NET).  

Recommendations 

A comprehensive review of the utility methods in the code should be conducted to find methods which 
reproduce functionality already in the .NET Framework; those methods should be replaced with their 
Framework counterparts. Again, the bulk of these can be found in the “Utilities” folder, though others 
may be sprinkled throughout the code base. 

The code for converting widget data to JSON should be rewritten with either Microsoft’s JSON 
serialization libraries or a suitable third-party library. This will significantly reduce the amount of code 
which needs to be maintained by Sample Corporation programmers and remove a consistent source of 
bugs from the application. 
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Inconsistent Date and Time Handling 

Most, but not all, of the code which stores and retrieves widget data to and from the database is 
calculating dates and times based on the Eastern Time Zone. Date and time information are being stored 
in the database using that time zone, with an integer offset number of hours being used to adjust the 
times for events taking place in other time zones.  

In most cases, the time zone offsets are being applied to the time values when they are retrieved from 
the database, but not always. For example, the code for the widget shipping reports does not apply 
these offsets at all. The inconsistencies in the way time is being handled throughout the application may 
be introducing small subtle inaccuracies in the data being used to make decisions.  

Additionally, a few places in the application code (and at least one place in the database stored 
procedures) are using a time value for “now” based on the local server time (DateTime.Now in C#, 
GETDATE in T-SQL). While the application continues to base all of its data off the Eastern Time Zone (the 
current location of both the application and database servers), this will work as expected. However, one 
of the points brought up in initial discussions of this review was the possibility of moving the application 
infrastructure to a cloud provider. Such a change may result in a different local time for each server, and 
the storage of date and time values would need to be adjusted accordingly. 

Recommendations 

The database fields used for storing date and time information should be moved from the current 
combination of a ‘datetime’ field and an ‘int’ offset to the newer ‘datetimeoffset’ data type. The 
‘DateTime’ types being used in the C# application code should be updated to ‘DateTimeOffset’ as well. 
This change will allow the values for dates and times to be stored relative to Universal Coordinated Time 
(UTC). Usages of DateTime.Now to retrieve the current time should be changed to DateTimeOffset.Now 
and GETDATE should be changed to SYSDATETIMEOFFSET. 

 This will store values which can accurately be converted to whatever the appropriate user time zone is 
when retrieved for reporting (presumably Eastern, though this may change as the business grows). 
Additionally, the code will need to be reviewed for places where this conversion is necessary (e.g., 
widget shipping reports) so that it can be applied. 
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Defunct Automated Tests 

The application’s solution does contain a second project that appears to have once contained 
automated tests for the application. All of the tests in this project have been disabled (according to the 
version control records, this happened at least 9 months ago). Over time, various tests have also been 
commented out, presumably because they were causing build errors.  

Recommendations 

If the intent is to abandon automated testing altogether, then this project should simply be removed 
from the current version of the solution; it only serves to slow down builds, take up space, confuse new 
programmers, and possibly cause build errors.  

However, it appears that some of the test removal may have been inspired by the difficulty of 
maintaining tests which have to set up large amounts of simulated web application infrastructure in 
order to run. If the application code were separated along logical component lines, it would be much 
simpler to maintain tests for components like widget validation. If the development team has resources 
to invest resources in automated testing, I would recommend trying it again after breaking down the 
application into multiple projects. 
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Database Concurrency Issues 

There are several places in the code in the Widget Tracking Application (including one place inside of a 
stored procedure) where updates are made to multiple tables in what should logically be a single 
operation. None of these updates are wrapped in database transactions. In the event of a connection 
failure, error, or simultaneous updates by multiple users to the same records the data could enter an 
inconsistent state.  

Recommendations 

The code should be reviewed comprehensively for all instances where a database update can affect 
multiple tables; each of those instances should be wrapped in a database transaction.  

Security Issues 

This is a review of the code base, and is by no means a comprehensive security review. However, the 
review did bring to light at least one major security concern: the application currently stores encrypted 
user passwords in the SQL Server database.  

While better than storing plaintext passwords, storing encrypted passwords is not generally considered 
to be secure. Anyone who gains access to the Users table of the database and to the encryption key 
(stored in the configuration file of the application) can decrypt the password for every user in the 
system.  

A more secure option is to store a one-way hash (along with a randomly generated salt value) of each 
password; this allows the system to verify that a user knows their password without having any way to 
know the password itself. Extracting the passwords from the database becomes exceedingly difficult for 
a malicious actor.  

Recommendations 

The password storage mechanism used for the application should be updated to a salted one-way hash 
immediately. The .NET Framework already provides code for handling this scenario. 
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Conclusion 

In the short term, a few simple steps could make further development on the Widget Tracking 
Application faster and less error-prone, as well as improving long-term maintainability: 

 Splitting the large monolithic project into several smaller projects 

 Splitting up large monolithic code files into several smaller files/classes 

 Consolidating duplicate code into a few reusable classes 

 Replacing code which duplicates existing .NET Framework functionality 

 Addressing code quality issues in the current code base 

 Addressing concurrency issues in the current code base 

In the longer term, a few changes in architecture and development process could have a large impact on 
maintainability while also avoiding some serious potential problems: 

• Updating the handling of dates and times to more modern data types 

• Reinstating and/or rewriting the automate test suites  

• Moving to a more secure password storage mechanism 


